@ .
Advisory
Circular

Administration

Subject: QUALITY ASSURANCE OF Date: 2/3/93 AC No: AC 21-33
SOFTWARE USED IN AIRCRAFT
OR RELATED PRODUCTS Initiated by: AIR-200  Change:

1. PURPCSE. This advisory circular (AC) provides an acceptabl e neans, but
not the only neans, to show conpliance with the quality assurance

requi rements of Federal Aviation Regulations (FAR) Part 21, Certification
Procedures for Products and Parts, as applicable to the production of
software used in type certificate aircraft or related products (airborne
software). This AC al so provi des suppl enmental guidance for the

establi shment of a quality control or inspection systemto control the
devel opment and production of software used in type certification
aircraft. It supplenents AC 21-1, Production Certificates; AC 21-6,
Producti on Under Type Certificate Only; AC 21-20, Supplier Surveillance
Procedures; AC 20-115, Radi o Technical Conm ssion for Aeronautics Docunent
RTCA/ DO- 178, and AC 21-303.1, Certification Procedures for Products and
Parts.

2. RELATED FEDERAL AVI ATI ON REGULATI ONS, ADVI SORY ClI RCULARS AND
REFERENCE MATERI AL.

a. Part 21, Subpart F, Production Under Type Certificate Only.
b. Part 21, Subpart G Production Certificates.

c. Part 21, Subpart K, Approval of Mterials, Parts, Processes, and
Appl i ances.

d. Part 21, Subpart 0, Technical Standard Order Authorizations.

e. AC 20-115, Radi o Techni cal Comm ssion for Aeronautics Docunent
RTCA/ DO- 178.

f. AC 21-1, Production Certificates.

g. AC 21-6, Production Under Type Certificate Only.

h. AC 21-20, Supplier Surveillance Procedures.

i. AC 21-303 1, Certification Procedures for Products and Parts

j . Radi o Techni cal Conm ssion for Aeronautics (RTCA), Docunent No.

RTCA/ DO- 178, Software Considerations in Airborne Systens and Equi pnent
Certification. Copies may be purchased fromthe RTCA
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3. DI SCUSSI ON. The increased use, criticality, and conplexity of software
in airborne systens and equi pnment has dictated that such software be

devel oped, produced, and controlled within a formal systematic
environment. Gui dance for the orderly devel opment of software for airborne
di gital conputer-based equi pnmrent and systens has been provided in
RTCA/ DO- 178 and AC 20-115. Advisory Crculars 21-1, 21-6, 21-20, and
21-303.1 provide a neans to obtain and maintain production approval s;
however, these docunents do not fully cover control of the production of
software for airborne digital conputer-based equi pnent and systens used in
type certificated aircraft.

4. GENERAL. Manufacturers (and their suppliers) should establish and
mai ntain, as appropriate, a quality control or inspection systemthat
ensures that products used in type certificated aircraft conformto
FAA- approved design data and are in condition for safe operation. The
gquality control and inspection system should include procedures for
control of the devel opnent and production of software.

NOTE: Words and ternms used in the foll owi ng paragraphs
relating to software devel opnent and production are
defined in RTCA DO 178.

5. CONTROL OF THE PRODUCTI ON OF SOFTWARE. Production of software generally
i nvol ves transferring the bit-representation of software to |long-term
storage nedia such as nagnetic tape, magnetic disks, or cassettes, or to
menory devi ces such as Read Only Menories (ROVs), Programmable Read Only
Menories (PROVs), or magnetic disks. Production approval holders and their
suppliers should establish procedures to ensure that the correct software
configuration is transferred and that the transferal or copying process is
accurately perforned. These procedures should include the followng as a
m ni mum

a. Establishnment and/or maintenance of software configuration
managenment (SCM and software quality assurance (SQA) disciplines such as
described in RTCA DO~178, ensuring that the SCM and SQA pl ans adequately
address the SCM and SQA in place for control of the production of software
and are in conpliance with FAR Part 21. These plans shoul d include, as
appropri ate:

(1) Methods to ensure that duplication of software for
production occurs under controlled conditions and is accurate and
repeat abl e.

(2) Methods to ensure the traceability of the "as-built”
configuration to FAA-approved desi gn data.

(3) Methods to control automatic test equi pmrent (ATE) and
associ ated test software used for media verification of appropriate nedia
or nmenory devices to which the bit-representation of the software has been
transferred.

b. Establishnent of control for the software nedia used for
transferring the bit-representation to appropriate nmedia or menory
devices. In addition to the guidance in RTCAJDO 178, this control should
i nclude clear configuration identification of the software nmedia, and
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met hods for its proper handling, storage, storage retrieval, and
preservati on.

c. Establishment of control of hardware used in transferring the
bit-representation where the quality of the transfer is dependent on the
parameters controlled by the hardware.

d. Establishnment of nedia verification nmethods to ensure that the
bit-representation of the software that is transferred to the appropriate
nmedi a or nmenory device remains in conpliance with FAA-approved design
data. These nethods may include the use, for exanple, of various
error-checking codes, either enbedded or appended during the transfer
process.

e. ldentification of records to be used to provide objective evidence
that nmedia verification and quality assurance reviews and audits have been
satisfactorily acconplished and corrective action applied to areas of

nonconpl i ance.

f. Methods for handling, storage, preservation, |abeling, packaging,
and shi pping of the nedia or conpleted nmenory devices to which the
bit-representation of the software has been transferred.

6. SUBM TTAL OF QUALI TY DATA. Production approval holders required to
submt quality data, or changes thereto, to the FAA for approval, should
ensure the SQA/ SCM pl an(s) prepared as part of paragraph 5a above is al so
submtted for approval. This should be acconplished by submtting SQA SCM
plan(s), with the quality data. The SQA/ SCM pl an(s) shoul d be revi ewed
periodically and revised as appropriate to ensure it is current and
oper ati onal .

Thomas E. McSweeny \)
Acting Director, Aircraft
Certification Service
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